
 
 

Five Tips to Get the Most Out of the BCPS Virtual 
Private Network (VPN) 
 
 
Limit use of the VPN to District-owned devices, or limit VPN usage to personal devices that you use for 
work. 
 
VPN software allows devices to connect to the BCPS network as if you were at a school or District office. 
This means that you should use the VPN on devices that are either District-owned or on devices that you 
will be using for District business.    Never install VPN on devices such as those you might find at a local 
library or internet café and which are shared with the public. 
 
Make sure you are using the latest version of the VPN app. 
 
Using the most updated version of FortiClient VPN will ensure you have the fastest, most stable VPN 
connection available. If you haven’t used the District VPN in a while, you should download and install 
the latest version of FortiClient VPN for your device.  
 
Only Connect to the VPN if you need to. 
 
Many of the apps you use every day are already available to you without a VPN connection.  Your BCPS 
email and Microsoft Office 365 suite are internet-enabled and do not require VPN. Canvas, Clever, 
Maximo and other BCPS apps are also available over the internet with no VPN required.  You should only 
connect to the VPN if your school or department uses an app that is only available while you are on the 
District’s Wi-Fi or wired network.   
 
Limit your personal internet use while on the District’s VPN. 
 
Connecting your device to the District’s VPN creates a virtual network connection between your 
computer and the District’s secure network. Unlike personal VPN software that hides your internet 
activity from your ISP or Wi-Fi hot spot, connecting to the District’s VPN doesn’t hide your web surfing 
from your employer.  Refrain from doing personal banking or shopping while connected to the VPN. 
Only connect to the VPN when you need to work on school business. 
 
Disconnect from the VPN when you are not using it. 
 
Disconnecting from the VPN when you are not using it helps in two ways.  First, not being connected to 
the VPN means that your web browser and internet-based apps will work more efficiently without 
having to go through the District’s internal network.  Second, by disconnecting from the VPN when you 
aren’t using it, you are helping to keep the District’s VPN servers from becoming oversubscribed, 
improving network performance for everyone. 

https://www.forticlient.com/

